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JAMMING







03/26/00

RADIO LISTENING SILENCE

· GREEN:

Unrestricted Use

· AMBER:

TCO, TXO, PL’s

· RED:

TCO

ACTIONS DURING JAMMING

1. Disconnect antennae.  If noise continues you have a bad radio.

2. Check antennae ground strap

3. Move to higher ground or raise antennae

4. Continue to operate without announcing suspicions.

5. Speak slowly, double words.

6. Increase power

7. Send MIJI Report

8. Wait for instructions from NCS (APACHE MIKE on Troop, PL on Platoon)

9. The NCS announces the codeword change to the alternate frequency.

CODEWORD

1st BASE
 Change from MAN to CUE Frequency

2nd BASE

SQDN CMD to AJ Frequency

SDQN O/I to SPARE 1

SDQN FS to SPARE 2

SQDN A/L to SPARE 3

TROOP to 1st PLATOON Net

1st and 3rd PLATOON Share a Net

ACT Troop change to SCT Net

RTS 1 change to Spare 4

3rd BASE 

Return to Primary Net



Home Plate

SC 5150 in the RED

ANTI-JAM Actions

a. Anti-Jam in the Offense:  30 minutes prior to LD go to 1st Base

b. Anti-Jam in the Defense:  Troop Red radio listening silence

c. Minimize voice traffic over digital nets.  Closely monitor voice over digital.  Enemy targets digital nets for their voice nets to prevent jamming or detecting them.

d. Establish radio contact at the lowest power level.  If you can see the vehicle you want to talk to go to low power.  Use PA only when necessary.
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